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1. Introduction

In the previous deliverable (D.T2.1.4), we summarized the survey and the testing phase of the project in
which we presented and tested the monitoring tool with the project partners as well as the target groups.
Based on the positive feedback, we re-visited and fine-tuned the online sleep monitoring tool to meet the
requirements of the involved parties. We also enriched the system with some additional features to satisfy
the expectation of the future users (will be described in the subsequent chapters).

In this document, we summarize the finalization of the monitoring tool based on the feedback from the
project partners, target groups, and the patients themselves. The intention is to develop the system that
will be easy to use (minimum requirements on the side of patients) while providing useful objective
information to doctors for diagnosing, assessing, and monitoring of the sleep-related neurological disorders.
We also summarize the deployment of the tool: it is publicly available and ready to be tested.

2. System finalization

To satisfy the expectation of future users, some additional features were added in the phase of the system
finalization. In summary, the major required features were the following: addition of the support for sleep
diary(/ies), integration of the REM sleep behavior disorder screening questionnaire (RBDSQ), and addition
of the possibility to download the data. Finally, minor tweaks and bugfixes were done targeting speed and
stability of the system. The newly added features will be described in more detail bellow.

2.1. Sleep diary

To identify additional correlations, actigraphy data are usually paired with sleep diary data [1, 2].
Therefore, this highly requested feature was implemented in the system. There were additional
specifications requested: “The remote sleep analysis should be accompanied by sleep diaries, where the
patients input approximate information about the consumption of coffee, alcoholic drinks, resting during a
day, wakeups during the night, etc.”

It is possible to implement the sleep diary data collection in different ways. Firstly, data can be directly
filled in by a subject via a webpage. Secondly, the sleep diary data can be written in a standardized sleep
diary paper and collected with the actigraph itself. Such data could be uploaded consequently into the
system by a researcher. Overall, 9 patients (5 females, 4 males; age 66.44 + 6.02 years) at the St. Anne's
University Hospital in Brno and the Central European Institute of Technology were asked about preferred
variant: 22% (n=2) voted for a webpage variant, and 78% (n=7) voted for paper variant as it is easier for
them to use. Eventually, to satisfy every patient, both variants were implemented into the system.

The Paper version of the sleep diary is included in Appendix. The webpage variant could be seen in Figures
1-2. It is possible to edit an entire sleep diary on the subject edit page (two diary days are displayed in
Figure 1) or day by day as shown in Figure 2. Moreover, a special request was made to load the sleep diary
data from Excel table. This feature is controlled by a button on the Utils page. It allows a researcher to
manage all the data for different systems or scripts in a single table file.

The sleep diary data are presented on the subject detail page as a table (Figure 3) and there is information
about sleep from the sleep diary for each graph with sleep prediction from the actigraphy data (see Figure
4) too. In this form, the data is easy to read and it can be compared with actigraphy data very easily. The
data is presented to both groups of patients (with online and paper form of the diary). It cannot be changed
on this page, therefore there is no risk of misconfiguration for patients that are not so familiar with IT.
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Figure 1: Sleep diary edit on the subject edit page.

Change sleep diary day

Subject: prelBD-19 W +
Date: 20200913 | Teday| 2
Lifestyle info
Count of leep during day: | 1 Duration of sleep during 60
day (min):
Number of akeoholic 2 Time of the last alcoholic 120000 | Nowl| @
beverages: beverage:

Number of caffeine drinks: | 0 Time ofthe last caffeine | pg0p13 | Nowl @
O Sleeging pill

Sleap info

Try to fall asleep time: 20:00:00 | Mow| @

Expected fall asleap time: | 210000 | Mow| @

Number of wake ups 1

during night:

Wake up time: 070000 | Nowl @
Get up time: 080000 | Mowl @

Sleep quality
Sleep quality: Fair -
Rest quakty: —_— -

WAKE INTERVA

BTART aToP DELETE?
E200:00-02:00:00 [:01:90)
020000 | Now | @) 020000 | Now|@ o

Now | @ MNow | @)

+ Add another Wake Interval

m Save and add another Save and continue editing

Figure 2: Sleep diary edit of a single diary day.
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Figure 3: Sleep diary as a table on the subject detail page.

Body location: Left wrist | Creation date: 2020-12-30

M sMiomMI0OM L AEL

0300 0300
o 2, 2020 g 30,2020

Estimated: Sleep onset: 22:43:34 | Sleep end: 06:06:34 | Total sleep time: 7:23:00 | Wake after sleep onset: 1:46:00 | Sleep efficiency: 76.0%
Diary: Bed time: 22:15:00 | Sleep onset: 23:00:00 | Wake count: 3 | Wake ups: 00:30:00-00:40:00 (0:10:00) | 03:10:00-03:15:00 (0:05:00) | | Sleep end: 05:40:00 | Get up time: 06:40:00

DOWNLOAD DATA

Figure 4: Sleep estimation with the sleep diary data.

2.2. RBDSQ

Idiopathic rapid eye movement sleep behavior disorder (RBD) affects 1—2% of people over 60 years of age,
and presents a high risk of developing a neurodegenerative disorder from the group of synucleinopathies,
such as Parkinson’s disease, dementia with Lewy bodies and multiple system atrophy [3]. REM sleep behavior
disorder screening questionnaire (RBDSQ) helps to identify symptoms typical for RBD. It monitors the
occurrence of unpleasant dreams (2 items), history of dream enactment (1 item), self-awareness of limb
movements in sleep (1 item), presence of unusual and/or harmful behaviour during sleep (5 items), sleep
disturbance related to dream mentation (2 items), and coherent recollection of dream content (1 item) [4].

As requested, the RBDSQ was implemented into the system as well. As displayed in Figure 5, the
questionnaire can be answered on the subject edit page, where more instances of the questionnaire can be
created for each subject, etc. The overall score of the last RBDSQ is displayed on the subject detail page.
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RBDSQS
Rbdsg: #1

[0 1. 1 sometimes have very vivid dreams.

(J 2. My dreams frequently have aggressive or action packed content.

[ 3. The dream contents mostly match my nocturnal behaviour.

[ 4. | know that my arms or legs move when | sleep.

[ 5. it thereby happened that 1 (almost) hurt my bed partner or myself.

[ 6.1. 1 have or had the following phenomena during my dreams: speaking, shouting, swearing, laughing loudly.

[ 6.2. 1 have or had the following phenomena during my dreams: sudden limb movements, "fights”.

[0 &.3. 1 have or had the following phenomena during my dreams: gestures, complex movements, that are useless during sleep, e.g., to wave, 1o salute, to frighten mosquitoes, falls off the bed.
(J 6.4 1 have or had the following phenomena during my dreams: things that fell down around the bed, e.g., bedside lamp, book, glasses
[ 7. it happens that my movements awake me.

[ &. After awakening | mostly remember the content of my dreams well

([ 9. My sleep is frequently disturbed

[ 10.1 have/had a disease of the nervous system (e.g., stroke, head trauma, parkinsonism, RLS, narcolepsy, depression, epilepsy, inflammatory disease of the brain),
Which?

< add another
Figure 5: RBDSQ on the subject edit page.

2.3. Data downloading

An authenticated user is able to download the sleep prediction data from the server. Task can be performed
via the Download Data button under each graph on the subject detail page. An Excel spreadsheet was
determined to be most preferred format for the downloaded data. Exported data format depends on the
subject type. Format for the sleep prediction data is presented in Table 1. The first column contains
timestamps, the second column holds the sleep predictions, where value W means wake and S stands for
sleep. The File contains only this data to protect real patients in case someone gains unauthorized access,
i.e. the data does not contain any vulnerable, private, or protected information.

Table 1: Format of the downloaded data.
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Data of subjects from an open-source dataset, that were used as training data for the machine learning
algorithm and that contains polysomnography data as well, allows to download extended data format.
Extended format contains timestamp index column followed by 90 columns of features used by machine
learning algorithm XGBoost, penultimate column contains sleep prediction by XGBoost, where 0 stand for
wake and 1 for sleep, and the last column holds polysomnography data considered as ground truth. Some
examples of data can be downloaded from https://linda.utko.feec.vutbr.cz.

3. System deployment

System was deployed to be publicly available at the following URL: https://linda.utko.feec.vutbr.cz. In the
subsequent subchapters, the deployment process is described in detail.

3.1. Database

SQLite database was used in the development phase for the reason that it is a default database used by the
Django framework. However, it is suitable for the development use case only as it is easy to work with and
it has no special requirements on the environment [5]. Nevertheless, it is not recommended to be used in
the production environment with very large datasets and high concurrency [6] as it is a file-based database
only, so it can be easily corrupted or obtained by an unauthorized user. It was decided to use MySQL database
instead, owing to the fact that it was already installed on the server and it is one of the recommended
options by Django Software Foundation [5].

MySQL database is managed by MySQL server implementation and it works in client-server mode. From the
system point of view, a connection to the database must be established. Therefore, mysqglconnector library
was installed and appropriate changes were done in the Django application settings.

A password needs to be passed to the Django application settings to establish the connection with the
database. It must remain secret, however. On that account, it cannot be published in the open source code.
l.e., the database password as well as the secret key for CSRF tokens are stored in the secret JSON file,
which is not publically available'. These settings meet the best deployment practices listed by Django
Software Foundation [7].

3.2. Django deployment checklist

Django deployment checklist is a set of advices and recommendations, which should be met before deploying
the Django application into production. Automatic audit of some of the settings could be done via the script.
This script reported some advices, e.g. additional security settings to protect CSRF and SESSION cookie,
disable of DEBUG mode etc. Those changes were implemented and the script validated the application as
production-ready. Additional advices of the Django deployment checklist and best practices collected on
the internet were implemented to make the application fast, stable, and secure [7, 8, 9].

' Changes made in the source code to meet the deployment requirements can be referred to on the source code repository in
the development branch: https://gitlab.com/MarekMikulec/geneactiv-processing-data/-/tree/deploy or in the following link:
https://github.com/BDALab/sleep-analysis-system/tree/deploy.
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3.3. Deployment via WSGI application on the web server

The online sleep monitoring system was created as a Django application. Django currently supports two
standard interfaces to communicate with a Web server: WSGI and ASGlI.

e WSGI is the main standard to communicate with a Web server. It supports only synchronous code.
An example of WSGI interface implementation are libraries such as Gunicorn, mod_wsgi, etc.

e ASGI is the asynchronous-friendly standard. It must be used to support asynchronous features as
they were designed [10].

The system does not use asynchronous features; therefore, it can be deployed via the WSGI standard. In
future development, re-implementation of long-running tasks like machine learning model training should
be implemented as asynchronous operations and they should inform user about the progress. However, all
long-running tasks are restricted to be used only by a System Administrator, who can access live console
logs and monitor the progress in detail from here. Therefore, ASGI standard is not needed and most likely
will not be used in the future.

A standard combination of Django-mod_wsgi-Apache Web server was attempted to be used. Anaconda
virtual environment is usually not used and recommended for deployment. Firstly, the requirements were
collected from Anaconda virtual environment, then the system was migrated into Python virtualenv?.
Secondly, the requirements were installed into virtualenv. Then, mod_wsgi and Apache Web server were
installed, and set-up as described in the documentation and in the following tutorials [8, 9, 10, 11].
Unfortunately, configuration was not able to work properly, as it is targeted primary on Linux-based
operating systems not on Windows server as used to deploy the application.

Finally, combination of Django-Werkzeug WSGI-WhiteNoise was used. All libraries are written in Python and
cooperates together with not problems. Werkzeug WSGI is directly integrated in django-extensions library,
therefore the deployment is simplified. WhiteNoise works as a Web server and serves static files instead of
Apache Web server from the previous configuration. It is not so efficient in implementation, i.e. serving a
request could take longer, however it is still suitable for public testing. Huge advantage of this configuration
is its sufficiency for automation [12, 13]. Therefore, an entire redeployment could be done really fast and
possibly automatically, in case of the server failure, etc.

3.4. Hyper Transfer Protocol Secure

Hyper Transfer Protocol Secure (HTTPS), an essential step to secure any website which allows user to log
in, was enforced site-wide. It creates an encrypted communication channel and allows user to transmit
secret information securely over Internet.

HTTPS requires a certificate to identify the server and to secure the connection. In the testing phase, self-
signed certificate was used. During last phase of the deployment, certificates signed by a certification
authority was obtained via https://zerossl.com/. ZeroSSL is a trusted certification authority, which provides
certificates for example to Uber, Lenovo, or Slack.

Together with the previously mentioned security mechanisms, like access control, cross site scripting
protection and much more, the system is secure and sustainable for the public testing. However, to extend
the security even beyond the borders of the software security field, all data of the real patients are
pseudonymized. Subjects are identified by unique identifier only, and the real person identity remains
anonymous.

2 Both build-in virtualenv and virtualenvwrapper-win were tested, finally build-in implementation was used as it worked as
expected and it does not need special installation.
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4. Conclusion

In this document, we summarized the finalization of the monitoring tool based on the feedback and we
described the deployment stage. All of the requested features were implemented and the system was
deployed successfully on https://linda.utko.feec.vutbr.cz. To test the system from subjects’ point of view,
it is possible to use the testing account with the following username: TestSubject and with the password:
SubjectToDemonstatePatientUsage (go to Dashboard and select subject with CODE: TESTSUBJECT). The
testing account for researcher role or administrator role cannot be provided directly in this document
due to security reason, they can be created on request. Moreover, our team is currently working on
video(s) documentation of the system, that will be available on url:
https://drive.google.com/drive/folders/1gmAzPe0-6zColWkWI9pCFYtzFeX067T5M?usp=sharing.
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6. Appendix

6.1.

Sleep diary

This document was created for patients at the St. Anne's University Hospital in Brno and the Central
European Institute of Technology. It is a standardized sleep diary. It matches its webpage version and the
data can be transferred there accordingly. The diary is in the Czech language.



vyplnit pied spanim -
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vyplnit rano (do 1 hod. po opusténi postele)

&

Jméno a pfijmeni:
Datum narozeni:

Spankovy denik (ver. 2020/05/06)

ID:

Priklad
Datum 2.5.2020
1a. Kolikrat jste si Sel/Sla béhem dne lehnout? 2x
1b. Kolik minut jste béhem dne prospal/a? 40 min.
2a. Kolik alkoholickych napoju jste pres den vypil/a? 1
2b. V kolik hodin jste vypil/a posledni? 20:15
3a. Kolik ndpoju s kofeinem :
(kafe, c¢aj, energy drink() jste pres den vypil/a? 17:32
3b. V kolik hodin jste vypil/a posledni?
4. Uzil/a jste Iék na spani?
(pokud ano jaky, kolik a v jaky cas)
5.V kolik hodin jste ulehl/a do postele? 22:35
6. V kolik hodin jste se snazil/a usnout? 22:50
7. Jak dlouho vdm pfiblizné trvalo usnout? .

. v . 10 min.

(nesledujte pfti usinani hodiny)
8. Probuzeni béhem noci 1:12-1:17
(pro kazdé probuzeni: pfiblizné od kdy — do kdy) 3:45-3:58
9.V kolik hodin jste se probudil/a? 7:12
10. V kolik hodin jste opustil/a postel? 7:20
11. Jak dobfe jste se vyspal/a? 5
(1-5, viz legenda pod tabulkou)
12. Jak svézZe jste se po probuzeni citil/a? 3
(1-5, viz legenda pod tabulkou)
13. Komentar (nepovinné) nachlazeni

Hodnoceni: 1 = velmi dobre, 2 = dobre, 3 = primérnég, 4 = Spatné, 5 = velmi Spatné




Instrukce k deniku a jeho polozkam

Jak casto denik vypliovat? Prosim vyplfiujte denné pred i po spanku dle
vyznacenych poli v deniku.

Co délat, kdyz vynecham den? Snazte se vypliovat 7 dni v kuse. Pokud
vynechate, nic nevypliujte a pokracujte dalSim dnem. Musi byt 7 zdznam.

Co délat, kdyZ néco nestandardniho (tfeba nachlazeni/chfipka) ovlivni mj
spanek? Informujte o tomto v poli ¢. 13.

Jak pfesné musi byt uvedené ¢asy? Uvadéjte priblizné odhady, nesledujte
zbytecné hodiny (napf. pfi usinani).

2a. Kolik alkoholickych napoijti jste pres den vypil/a? Za 1 alkoholicky napoj
se povazuje 0,5 piva, 2dl vina, nebo 1 panak tvrdého alkoholu.

5.V kolik hodin jste ulehl/a do postele? Toto nemusi byt ¢as, kdy se zacnete
snazit spat. Napr. si budete jesté Cist.

6. V kolik hodin jste se snazil/a usnout? Toto je opravdu ¢as, kdy jste se
odebrali ke spanku.

9. V kolik hodin jste se probudil/a? Uvedte ¢as posledniho probuzeni, po
kterém jste rano jiz neusnul/a.

10. V kolik hodin jste opustil/a postel? Mezi casem probuzeni a timto casem
jste mohli napf. jen polehavat, brouzdat na telefonu atd.

11. Jak dobfe jste se vyspal/a? Zhodnotte, jestli byl vas spanek dobry,
Spatny...

12. Jak svéie jste se po probuzeni citil/a? Jak jste se citil/a béhem par
minut po probuzeni?

Instrukce k naramku (aktigrafu)

Ndramek bude zaznamenavat Vas pohyb nedominantni ruky, teplotu a miru
okolniho osvétleni. Zadné dalsi informace nejsou zaznamenavany.

Ndaramek se nenabiji. Nez Vam byl preddn, byl dostatecné nabit.
Nenamadcejte ndramek do vody.

Naramek se nasazuje na nedominantni ruku. Pokud jste pravak/pravacka,
dejte si naramek na ruku levou. Pokud jste levak/levacka, dejte si naramek

na ruku pravou.

Naramek si na nedominantni ruku nasadte vidy pred tim, néz ulehnete do
postele. Sundejte ho hned po tom, co rano postel opustite.

Naramek si upevnéte tak, aby vas pfiliS nestahoval, ale aby také nebyl na
ruce pfilis volny.

Kontakt pro dotazy a feseni technickych potizi

MUDr. Ivona Moravkova, +420 XXX XXX XXX

Dékujeme Vam za spolupraci. Vase trpélivost pfi vyplinovani deniku a
noseni naramku pomuzZe pfi vyzkumu a vyvoji nové metody diagndzy
onemocnéni s Lewyho télisky v raném stadiu. Ta mj. umozni zvysit kvalitu
Zivota pacientti s témito onemocnénimi.



